
URGENT NOTICE: CEASE AND DESIST 

Date: [Insert Date] 

To: [Insert Name of Domain Registrar/Hosting Provider/Registrant] 

Address: [Insert Address, if known] 

Email: [Insert Email Address] 

Re: Urgent Takedown Request for Fraudulent Phishing Domain(s) 

To whom it may concern, 

I am writing on behalf of [Insert Bank Name] regarding the following domain(s): 

Infringing Domain(s): [Insert Fraudulent URL, e.g., www.login-yourbank-secure.com] 

It has come to our attention that the aforementioned domain is mimicking the official portal of 

[Insert Bank Name] located at [Insert Official Bank URL]. The site is using our protected 

trademarks, logos, and proprietary web design without authorization to deceive customers into 

providing sensitive financial information, including login credentials and account details. 

This activity constitutes:  

• Trademark Infringement 

• Copyright Infringement 

• Fraudulent Phishing and Identity Theft 

• Violation of the Anti-Cybersquatting Consumer Protection Act (ACPA) 

DEMAND FOR IMMEDIATE ACTION: 

We hereby demand that you immediately: 

1. Disable access to the infringing website and suspend the domain name(s). 

2. Cease and desist from any further use of [Insert Bank Name]'s intellectual property. 

3. Preserve all records, including registrant data and server logs, related to this account for 

potential legal proceedings. 

Failure to comply with this request within [Insert Timeframe, e.g., 24 hours] will leave [Insert 

Bank Name] with no choice but to pursue formal legal action, including seeking injunctive relief 

and monetary damages. 

Please confirm in writing once the domain has been disabled. 

Sincerely, 



[Your Name/Signature] 

[Your Title] 

[Legal Department/Bank Name] 

[Contact Phone Number] 

[Contact Email Address] 


