
RE: CEASE AND DESIST - UNAUTHORIZED DATA HARVESTING 

Date: [Insert Date] 

TO: 

[Name of Entity/Individual] 

[Address] 

[City, State, Zip Code] 

FROM: 

[Financial Institution Name] 

[Legal Department/Address] 

[City, State, Zip Code] 

To [Name of Contact Person/Legal Department], 

This letter serves as a formal demand that you immediately cease and desist from all automated 

data harvesting, "scraping," or crawling of [Financial Institution Name]'s websites, mobile 

applications, and proprietary databases located at [Website URL]. 

It has come to our attention that your organization is utilizing automated scripts or bots to extract 

financial data, account information, or proprietary pricing from our systems. This activity is in 

direct violation of our Terms of Service, which strictly prohibit unauthorized automated access. 

Your unauthorized harvesting activities pose significant risks, including but not limited to: 

• Violation of consumer privacy and data protection regulations. 

• Increased server load affecting system performance for legitimate customers. 

• Potential security vulnerabilities created by bypassing standard user interfaces. 

• Infringement of intellectual property and proprietary data rights. 

DEMANDS: 

1. Immediately stop all automated collection of data from our platforms. 

2. Delete all data previously harvested from our systems in your possession or control. 

3. Disable any software, bots, or algorithms specifically designed to target our 

infrastructure. 

4. Provide written confirmation that you have complied with these demands by [Insert 

Date]. 

Failure to comply with this notice may result in [Financial Institution Name] taking further legal 

action to protect its interests, including seeking injunctive relief and monetary damages for 

breach of contract, trespass to chattels, and violations of the Computer Fraud and Abuse Act 

(CFAA). 



This letter is sent without prejudice to any other rights or remedies available to us under 

applicable law. 

Sincerely, 

[Your Signature] 

[Your Printed Name] 

[Your Title/Position] 

[Financial Institution Name] 


