
[Your Institution Name] 

[Legal Department Address] 

[City, State, Zip Code] 

[Date] 

SENT VIA REGISTERED MAIL AND EMAIL 

TO: 

[Recipient Name/Registered Agent] 

[Company Name (The Aggregator/Service)] 

[Address] 

[City, State, Zip Code] 

RE: CEASE AND DESIST - UNAUTHORIZED AUTOMATED ACCESS TO 

CUSTOMER RECORDS 

Dear [Contact Name], 

It has come to the attention of [Your Institution Name] that [Company Name] is utilizing 

automated scripts, "bots," or screen-scraping technology to access our private web interfaces and 

retrieve sensitive customer banking records. 

While we acknowledge that certain customers may have provided you with their login 

credentials, your method of data collection violates our Terms of Service and poses significant 

security and operational risks, including: 

• Unauthorized circumvention of our technical security measures. 

• Violation of the Computer Fraud and Abuse Act (CFAA). 

• Potential breach of consumer privacy regulations. 

• Undue burden on our server infrastructure affecting service stability. 

DEMAND TO CEASE AND DESIST 

We hereby demand that you immediately cease and desist from all automated access to our 

systems. Specifically, you are instructed to: 

1. Stop all scraping, crawling, or automated data extraction from [Your Institution 

Website/App]. 

2. Disable any scripts or software targeting our servers. 

3. Securely delete any customer data obtained through unauthorized automated means. 

We encourage you to contact our technical team to discuss official, secure API-based integration 

methods (e.g., OAuth/Open Banking standards) that ensure customer data is shared safely and 

with explicit, verifiable consent. 



Failure to comply with this demand by [Deadline Date] will compel us to take further legal 

action to protect our systems and our customers' data, including seeking injunctive relief and 

damages. 

Sincerely, 

[Signature] 

[Name] 

[Title] 

[Your Institution Name] 


