[Date]

[Name of Management/Board of Directors]
[Company Name]

[Address]

[City, State, Zip Code]

Subject: Management Letter on Information Technology Access Controls Within Payroll
Systems

Dear [Name],

In connection with our recent audit/review of the payroll department's operations, we have
evaluated the Information Technology (IT) access controls surrounding the payroll system. The
objective of our review was to ensure that access to sensitive payroll data is restricted to
authorized personnel and that adequate segregation of duties is maintained.

During our review, we identified the following areas where internal controls could be
strengthened:

1. User Access Rights and Permissions

Observation: [Describe findings, e.g., employees having access levels beyond their job
requirements].

Risk: Unauthorized changes to pay rates, bank details, or ghost employee creation.
Recommendation: Perform a formal quarterly review of user access levels to ensure the principle
of least privilege is applied.

2. Segregation of Duties (SoD)

Observation: [Describe findings, e.g., same individual can create new employees and approve
payroll runs].

Risk: Increased potential for fraudulent activities going undetected.

Recommendation: Separate the functions of system administration, personnel data entry, and
payroll processing within the software configuration.

3. Terminated User Access

Observation: [Describe findings, e.g., accounts of former employees remaining active].

Risk: Former employees could potentially access sensitive data or disrupt systems remotely.
Recommendation: Implement a mandatory notification process between HR and IT to disable
system access immediately upon an employee's departure.

4. Password Policies and Multi-Factor Authentication (MFA)

Observation: [Describe findings, e.g., weak password requirements or lack of MFA].
Risk: Increased vulnerability to unauthorized external access or credential theft.
Recommendation: Enforce complex password requirements and implement Multi-Factor
Authentication for all users accessing the payroll system.



We would like to thank your staff for their cooperation during this process. We are available to
discuss these findings and assist in the implementation of the recommended improvements.

Sincerely,
[Your Name/Signature]

[Your Title]
[Firm/Department Name]



